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We're looking for great speakers. Deadline: April 3. Click here for complete details.















Register Now


The Leading Forum for the Global
Commercial Cryptography Community
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Global Leaders Convene to Counter New Threats, Review Certification Goals




ICMC will build on a decade of cybersecurity thought leadership as the industry faces widespread changes and emerging threats in commercial cryptography. Post-quantum algorithms are finally here and now the real work of implementation begins. The new FIPS 140-3 standard continues its rollout as the single accepted certification for secure cryptographic modules. Simultaneously, European regulators are moving forward with a wide range of related cybersecurity standards. Efforts to maintain the security of open source solutions continue apace. New approaches to entropy are coming, and the promise of homomorphic cryptography lies ahead.

In the face of these and other changes, cryptographic professionals will meet in Ottawa for the International Cryptographic Module Conference. It’s is the leading annual event for global expertise in commercial cryptography. Over 400 industry leaders from 27 countries will come together to address the unique challenges faced by those who develop, produce, test, specify, and use cryptographic modules, with a strong focus on standards such as FIPS 140-3, ISO/IEC 19790, eEIDAS, PCI, and Common Criteria. The conference helps to foster a focused, organized community of users. ICMC reviews technical issues underlying cryptographic implementation including physical security, key management, side-channel analysis, open-source development, algorithm testing, quantum threats, embedded applications, standardization, validation programs, government policy, professional ethics, and more.





Build Your Own Agenda from 95 Presentations in Nine Tracks


	Topics: Cryptographic Technology
15 Mar 2023
0

Taking certification requirements as a starting point, ICMC will survey a range of technological solutions covering entropy sources, PKI management, physical security, and countermeasures against software and hardware attacks.  We’ll present case studies in cryptographic module development and...




	Topics: Post-Quantum Crypto
15 Mar 2023
0

Many approved algorithms can be easily broken by theoretical quantum computers. We’ve scheduled a day’s worth of content focused on this emerging threat, and the transition to standardized quantum-ready...




	Topics: Embedded Encryption and Industry-Vertical Applications
15 Mar 2023
0

We’ve created a day of content focused on three areas where secure embedded encryption is crucial: PIV, authentication and identity technologies, communications devices, and the “internet of...




	Topics: Global Validation
15 Mar 2023
0

ICMC will continue its strong focus on validation programs with reports from both North American and international verification bodies, efforts toward international validation standards, and new approaches to automated...




	Topics: End-User Experience
15 Mar 2023
0

We’ve expanded content for organizations that rely on cryptographic security with information on selecting the right module, the value of certification, current vulnerabilities, and administrative...




	Topics: Open Source Cryptography
15 Mar 2023
0

OpenSSL is the most widely used encryption software library in the world, but community efforts are required to fend off threats to its security and maintain its certification. We’ll cover efforts to audit and improve the security of OS...




	Topics: Random Bit Generators
15 Mar 2023
0

We’ll take a close look at issues related to the design and validation of entropy sources and random bit generators, including new 800-90B...








Registration renewal discounts apply through March 20.

Register Now




Optional Pre-Conference Event:



New for 2024, presented September 17, the day before ICMC. This optional special-focus event will help you prepare now for the threat posed by future quantum computers. Key topics include: Understanding the threat and projected timelines; assessing current encryption vulnerabilities; transitioning to standardized quantum-resistant cryptography; creating effective policies and procedures; ensuring system resilience and backups; engaging with vendors and third-party suppliers; educating team members and stakeholders; complying with regulatory requirements. This special-focus event will include important, actionable information for anyone concerned with cybersecurity in a data-dependent enterprise. Complete information will be posted in April.



Who Should Attend

ICMC is designed for anyone involved with data security based in commercial encryption, especially those who develop, manufacture, test, specify or use certified commercial off the shelf cryptographic modules, with a special focus on standards like FIPS 140-3, ISO/IEC 19790, PCI, and common criteria. Participants include cryptographic module developers, testing labs, government standards organizations, private schemes, embedded systems OEMs, academics, and the side channel research community.



 







2023 Speakers
See All Speakers



	
Jeff Andersen
Staff Software Engineer, Google


	
Elzbieta Andrukiewicz
Head of Cybersecurity Department, National Institute of Telecommunications, Poland


	
Daniel Apon
Applied Cryptography Lead, MITRE, United States


	
Anton Arapov
Engineering Manager, OpenSSL Software Foundation


	
Reza Azarderakhsh
Professor at FAU and CEO at PQSecure


	
Mary Baish
NSA


	
Jake Bajic
Director, Product Line Manager, Palo Alto Networks


	
Bishakha Banerjee
Director - VMware Trust and Assurance, VMware


	
Markus Bartsch
Business Development IT Security, TUV Informationstechnik GmbH


	
Ian Blumenfeld
Research Director - High Assurance Solutions, Two Six Technologies


	
Mark Bower
Vice President, Product Management, Anjuna Security


	
Jennifer Brady
Senior Principal Security Analyst, Oracle


	
Luis Brandeo
Researcher, National Institute of Standards and Technology (NIST)


	
Tomasz Brengos
Assistant Professor, Warsaw University of Technology


	
Joshua Brickman
Senior Director, Security Evaluations, Oracle


	
Jaimee Brown
Senior Research Engineer, Teron Labs


	
Tim Brown
CISO, SolarWinds, United States


	
Chris Brych
Senior Principal Security Analyst, Oracle


	
Alex Cal|s
CMVP Deputy Program Manager (US), National Institute of Standards and Technology


	
Carol Cantlon
Quality Manager, Lightship Security


	
Rochelle Casey
Principal Program Manager, Amazon Web Services (AWS)


	
Adam Cason
Vice President of Global and Strategic Alliances, Futurex


	
Christopher Celi
CAVP Program Manager, National Institute of Standards and Technology (NIST)


	
Martin Charbonneau
Head of Emerging Markets, Nokia


	
Kailai Chen
CMVP Program Manager (Canada), Canadian Centre for Cyber Security (CCCS)


	
Lily Chen
Mathematician and Manager, National Institute of Standards and Technology (NIST)


	
Sylvain Chenard
Networks Infrastructure Business Group, Senior Product Manager at Nokia 


	
Erin Connor
Consultant, Program Director, ICMC


	
Tim Cormier
Director of Lab Solutions, Device Standards, Payment Card Industry Security Standards Council (PCI SSC)


	
David Cornwell
Principal Cryptographic and Security Consultant, atsec information security corporation


	
Graham Costa
Security Architect and Certifications Manager, Thales


	
Bruno Couillard
President & CEO, Crypto4A Technologies, Inc.


	
Tony Cox
Consultant, TC Logic


	
Fabien Deboyser
Security Certification Expert, NXP Semiconductors


	
Kelvin Desplanque
Platform Security Architect, Intel


	
Donna Dodson
Senior Strategy Advisor, evolutionQ


	
Maria Eichlseder
Assistant Professor of Cryptography, Co-designer of Ascon, Graz University of Technology


	
Chris Erven
CEO, KETS Quantum Security


	
Roberta Faux
US Head of Cryptography and CTO, Arqit Quantum Inc.


	
Alessandro Fazio
atsec information security corporation


	
Valerie Fenwick
Former PKCS11 TC co-chair


	
Jean-Pierre Fiset
Principal System Architect, Crypto4A Technologies


	
Carolyn French
Manager Cryptographic Module Validation Program, Canadian Centre for Cyber Security


	
Barry Fussell
Principal Engineer, Cisco Systems


	
Nils Gerhardt
CTO, Utimaco


	
Evgeny Gervis
CEO, Safelogic


	
Juan Gonzalez
Laboratory Director, Teron Labs


	
Jim Goodman
Principal Security Architect, Crypto4A


	
John Gray
Senior Principal Software Developer, Entrust


	
Sylvain Guilley
Co-founder & CTO Secure-IC


	
Rebecca Guthrie
NSA, Center for Cybersecurity Standards


	
Tim Hall
Security Testing, Validation, and Measurement Manager, NIST


	
David Hawes
Computer Scientist, NIST


	
Kaleb Himes
Senior Software Engineer, wolfSSL


	
Iain Holness
Senior Program Manager – Common Criteria, Corsec Security


	
David Hook
VP Software Engineering, Legion of the Bouncy Castle/Keyfactor


	
Bruno Huttner
Director of Strategic Quantum Initiatives, ID Quantique


	
Dr. Burt Kaliski Jr.
SVP and Chief Technology Officer, Verisign


	
Anantha Kandiah
Engineering Director, Teron Labs


	
Andrew Karcher
Software Engineer, Cisco


	
John Kelsey
Computer Scientist, NIST and KU Leuven


	
Sami Khoury
Head, Canadian Centre for Cyber Security (CCCS), Canada


	
Min Hyung Kim
Project Manage for QKD Network, SK Telecom


	
Richard Kisley
Senior Technical Staff Member, IBM


	
Dusan Kostic
Applied Scientist, Amazon Web Services (AWS)


	
Volker Krummel
Chapter Lead PQC, Utimaco


	
Kris Kwiatkowski
Senior Cryptography Engineer, PQShield


	
Philip Lafrance
Standards Manager, ISARA Corporation


	
Luis Antonio Ruiz Lopez
Cryptographer, Lorica Cybersecurity


	
Norbert Lütkenhaus
Institute for Quantum Computing, University of Waterloo


	
Smita Mahapatra
Senior Industry Specialist, Amazon Web Services


	
Rumman Mahmud
Staff 2 Security Compliance Engineer, VMware


	
Yi Mao
Managing Director, atsec information security corporation


	
Sarah McCarthy
Cryptographic Strategist, EvolutionQ


	
David McGrew
Cisco Fellow, Cisco Systems


	
Kerry McKay
National Institute of Standards and Technology (NIST)


	
Kevin Micciche
Senior Manager, Product Trust and Assurance, Aruba


	
Johannes Mittmann
Mathematician, Bundesamt für Sicherheit in der Informationstechnik (BSI)


	
Dustin Moody
Mathematician, National Institute of Standards and Technology


	
Edward Morris
CST Lab Manager, Gossamer Security Solutions


	
Michele Mosca
Co-founder and CEO, evolutionQ, and Co-founder, Institute for Quantum Computing


	
Nicky Mouha
Researcher, Strativia


	
Tomas Mraz
OpenSSL Software Foundation


	
Stephan Mueller
Principal Consultant, atsec information security


	
Seamus Mulready
Cryptographic Securty Tester (FIPS), Lightship Security, Inc.


	
William Newhouse
Cybersecurity Engineer, National Cybersecurity Center of Excellence, National Institute of Standards and Technology (NIST)


	
Dr. Seth Nielson
Founder and Chief Scientist, Crimson Vista


	
Skip Norton
VP Business Development, QuintessenceLabs


	
Renaudt Nunez
Senior Consultant/Deputy Lab Manager, atsec information security corporation


	
Gavin O’Brien
Computer Scientist, NIST


	
John O’Connor
VP Product Management, Crypto4A Technologies


	
Dan O’Loughlin
Vice President, Engineering, Qualcomm Technologies Incorporated


	
Mike Ounsworth
Software Security Architect, Entrust


	
Christian Paquin
Principal Software Engineer, Microsoft


	
Evan Pelecky
Product Manager, Thales Trusted Cyber Technologies (TCT)


	
Sam Pfanstiel, PhD
Principal Security Consultant, Coalfire


	
Ralph Spencer Poore
Associate Director, PCI Security Standards Council


	
Marcos Portnoi
 Lab Director, atsec information security


	
Nithya Rachamadugu
VP Cybersecurity Certification, DEKRA


	
Robert Relyea
Principle Programmer, Red Hat
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Register Now: Early Discounts Apply




ICMC All Access 4-Day with PQ Cyber Day Registration

Featured!


Renewal Registration Rate in effect: $1070
Register by March 20 to save $710 off the Regular 4-Day Conference Fee ($1780).
Includes access to Intl Cryptographic Module Conference and PQ Cyber Day, Tuesday-Friday, including breaks, lunches, receptions, exhibitor showcase, and all conference materials.


Book Now

ICMC Registration



Renewal Registration Rate in effect: $830
Register by March 20 to save $560 off the Regular 3-Day Conference Fee ($1390).
Includes access to Intl Cryptographic Module Conference, Wednesday-Friday, including breaks, lunches, receptions, exhibitor showcase, and all conference materials.


Book Now




Cancellation Policy: All fees will be refunded for cancellations received in writing by August 28, 2024. No refunds are available for cancellations after August 28, 2024. Substitutions are permitted at any time. For registration terms and conditions and wire transfer payment information, please click here. For registration assistance, contact Nikki Principe at [email protected].



The International Cryptographic Module Conference Starts In:


182Days
3Hours
27Mins
45Secs
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CYBER & INFRASTRUCTURE SECURITY AGENCY (CISA)
@nsasupport
·

22 Sep





 





The Cybersecurity Collaboration Center (CCC) Standards and Certification Team will be presenting at the International Cryptographic Module Conference on 21 September. Attendees, be sure to attend to learn about some important updates and guidance. @CryptoModConf 
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PQShield
@pqshield
·

20 Sep





 





We are all set up at ICMC2023, Ontario, Canada and here until the Friday! @CryptoModConf 

https://hubs.li/Q022PRQH0

Do come along and visit us at Booth 302 - we look forward to seeing you.

#ICMC #cyrptography #cybersecurity 
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NSA Cyber
@nsacyber
·

20 Sep





 





The Cybersecurity Collaboration Center (CCC) Standards and Certification Team will be presenting at the International Cryptographic Module Conference on 21 September. Attendees, be sure to attend to learn about some important updates and guidance. @CryptoModConf 
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Load More



 
Follow us on Twitter. @CryptoModConf








Related Events





Click here to learn more about upcoming certification conferences.








 
























 Registration renewal discounts apply through March 20.
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About ICMC

 The International Cryptographic Module Conference is produced by the Certification Conferences division of Cnxtd Event Media Corp., a leading producer of international events focused on ICT Product Certification including The Commercial Solutions for Classified Conference, CMMC Day, The International Common Criteria Conference, IoT Payments Day, The International Conference on the EU Cybersecurity Act, and The Conference on ISO/IEC 19790.
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