
GP Confidential 
©2015 

@GlobalPlatform_ www.linkedin.com/company/globalplatform GlobalPlatformTV 

GlobalPlatform Compliance, Certification, 
and Composition Model 

Hank Chavers     
Technical Program Manager    
 
International Cryptographic Module Conference 
Rockville, Maryland 
4 November 2015 
 
 



Security and Compliance are Tied Together 
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Reliability = 
Risk Mitigation 

Compliance 
Testing = 

Interoperability 

Security 
Evaluation = 

Trustworthiness 



Sustainable Ecosystem for Interoperability 

•  The GlobalPlatform compliance program provides a 
common core interoperable solution 

•  An eco-system built around: 
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GlobalPlatform Compliance Program 

•  The Compliance Program based on: 

–  Market Focus Scope: each market to have its own GlobalPlatform Card Compliance 
Program Configuration (vs. addressing the full specification)  
•  UICC configuration 
•  UICC Configuration Contactless extension 

•  2.1.1 Mapping Guidelines 
•  Common Implementation Configuration 

•  Secure Element Configuration 
•  ID Configuration 

 
–  Compliance delivery format: Test suite with a test tool environment adaptation 

layer definition 



The GlobalPlatform Compliance Program 

•  In addition to this Compliance Program, GlobalPlatform created an ecosystem 
for Participating and Full Members 

–  Test tool suppliers qualified by GlobalPlatform 
•  GlobalPlatform facilitates Test Fests and publish the results of the interoperability outcome of 

the card and test tool 

–  Test Labs qualified by GlobalPlatform 
•  GlobalPlatform qualifies test labs based on the level of knowledge in GlobalPlatform 

technology (specification and configurations)  

–  Products may go through either Self-Testing or the Test Fest process 
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Card Compliance Overview 
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TEE Certification 

•  Multi-market recognized certification scheme 
–  Adapted to a heterogeneous set of market requirements 
–  Facilitate procurement rules (e.g. Common Criteria (CC) based) 

•  Two phase process 
–  Certification of the TEE in a reference board implementing the complete architecture 
–  Second phase on the final device  
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Compliance Program Web Portal 
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Qualified Products: 
Cards, SEs, TEE…! 

Qualified Labs 

Qualified Test Tools 

Public Workspace 

http://globalplatform.org/compliance.asp 



Helping a New Complete Solution  
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Market Requirements  

•  Today’s deployment of value added services requires… security 
certification 
–  Payment, digital signature, health card, eID card, ..  

•  Current certifications are incompatible with business requirements of 
new use cases and not efficient when: 
–  Card and application are not owned by the same actors 

•  Different life cycles (i.e. deploying application in already deployed card) 
•  Different certification approaches 
•  Different issuers 

–  Deploying one certified application into various certified platforms 
•  We should facilitate the composition of a certified application on other certified 

platforms 
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Motivation 

•  Need for a composition model allowing 
–  A fast deployment of mobile services  
–  In a multi-actors ecosystem: application providers, platform issuers, 

product issuers, system providers 
–  For multi-sectors: payment, mobile communication, transport, identity 
–  Management of heterogeneous set of applications 

•  Security certification of the SE using 
–  Existing security schemes: Common Criteria, EMVCo 
 
Ø Avoid the creation of a new certification scheme 
Ø Maintaining the level of security of the products 



Principles   

•  The composition model describes a process to: 
–  allow a fast deployment of mobile services on certified Secure 

Elements  

–  enable application deployment on platforms while maintaining the 
security level required by the application issuers.  

–  combine applications, sensitive or basic, with certified open 
platforms 



Methodology (introduction)   

•  An application APP has been already certified on Platform P1 

•  A platform P2 has been certified as open 

•  Build a product made of App and P2 and certify it by (GP) 
composition using previous certified building blocks 

•  The GlobalPlatform Composition model 
–  Lists all the activities to be performed during evaluation 
–  Identifies the required inputs for the task evaluation  
–  Identifies all available information from the previous evaluation 
–  Proposes a reuse and provide the rational for this reuse 

P1 
APP 

P2 

P2 
APP 



GlobalPlatform Composition Model 

Reduce re-evaluation duration  
to enable the deployment of applications on 

platforms in the SE world. 
•  Maintain the security of the products already in the field 
•  Avoid re-evaluation of the platform when loading Basic applications 

with no security requirements 
•  Simplify and speed up testing processes for “already certified” and 

"already evaluated” applications when they are redeployed on other 
certified platforms. 

To ensure a cost effective time to market  
of mobile services 
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Potential New Uses Cases to Support FIPS 201 Application 
Loading in Certified SEs 



Thank you! 
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