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Basic information of FIPS Certificate 

Certificate Differentiators

2

Certificate Differentiators

A Complete Reading of FIPS Certificate



Basic information of FIPS Certificate 

Mandatory Fields on the Certificate
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Example Certificate



Mandatory Fields on the Certificate

1. Vendor  Information

2. Module Name, Version Number, Module Type

3. Validation and Sunset Date

Module Vendor

About
Module 
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4. Module security level

5. FIPS approved algorithms

6. Other Algorithms

7. Security Policy

8. Tested Configuration

Module Details

Module Environment



Example Certificate

Module Vendor

Module 
Name

Security Level

Module Type

Validation & 
Sunset Date

Version 
Number
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Number



Example Certificate

SP

Module 
Environment
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Approved 
Algorithm

Other 
Algorithm

SP
Environment



Example Certificate contd.

Certificate applicable to only this version

Applicable only to this 
specific platform& OS. 
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.

AES Certificate entry 

Exact same SW version and test platform used by CAVS



Certificate Differentiators

Caveats

1. Module operation caveat

2. Entropy caveat 

3. Bound Module caveat
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3. Bound Module caveat

Extras beyond an overall FIPS level

1. Higher section level claimed

2. Tested with and without PAA

3. Mitigation of other attacks claimed



Caveat 2

Caveat 1

1. Module operation caveat
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Certificate Differentiator

Module operation caveat
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No module operation caveat



Certificate Differentiator contd.

All Crypto CoverageLess Crypto Coverage

11



2. Entropy caveat
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Certificate Differentiator

Security strength met in some cases
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Security strength met always



Certificate Differentiator contd.

Assurance  in some cases
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No assurance in all cases



3. Bound Module caveat
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Certificate Differentiator

Module dependent on other module
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No module dependency



4. Higher section level claimed
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Certificate Differentiator 

Level 1 met  and
Authentication Present

Level 1 met
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Certificate Differentiator contd.

Level 1 met  and Authentication & 
Identification Present

Level 1 met  and
Authentication Present
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5. Tested with and without PAA
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Certificate Differentiator

Tested Configuration with and 
without PAA

Tested Configuration
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6. Mitigation of other attacks claimed
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Certificate Differentiator

Level 3 met  and Mitigation claimedLevel 3 met
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Missing



A Complete Reading of FIPS Certificate

Vendor Approach--what kind of certificate 
we want to get?
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User Approach--what kind of certificate
we want to use?



A Complete Reading of FIPS Certificate
contd.

Certificate Field Vendor User

Module Name, 
Version Number, 
Module Type

Focus CRYPTO in product. 
Multiple validation to cover 
entire product.

Check for module 
coverage and versions 
when using the product.

Validation and Consider revalidation/ Check for the remaining 
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Validation and 
Sunset Date

Consider revalidation/ 
rebranding before sunset.

Check for the remaining 
lifetime of the module.

FIPS approved 
algorithms and 
Other Algorithms

Consider testing all the 
approved algorithms to get 
broader crypto coverage.

Look for the crypto 
algorithm you want to 
use.

Security Policy Provide insight to the module 
with possible use case of the 
module wrt to entire product.

Refer  for module 
details, user guidance 
and intended use.



A Complete Reading of FIPS Certificate 
contd.

Certificate Field Vendor User

Tested
Configuration

Choose representative
platforms.

Match to your requirement 
or request to Vendor (1sub)

Module operation 
caveat

Specify the intended
operating condition

Pay attention to this while 
using the module.
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caveat operating condition using the module.

Entropy caveat Avoid - pay attention 
to Entropy details.  

Read the caveat carefully.

Bound Module 
caveat

Avoid - dependency 
among the modules.

Check for dependency of 
the module.

Higher section 
level, Mitigation of 
other attacks, PAA

Claim areas of the 
module exceeding 
the requirement.

Look for these fields when 
want to get extra beyond 
an overall FIPS level.



Concluding Remarks

 Plan your validation visualizing the certificate entry.

 Give some thought on Entropy to avoid caveat.

 Choose the Test configuration wisely.
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 Plan your module with certificate differentiators in mind.

 Vendors, plan the certificate carefully!

 Users, read the certificate carefully!



Thank You !
Questions ?
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Questions ?


	Topics Covered
	 Mandatory Fields on the Certificate  
	Example Certificate
	1. Module operation caveat 
	2. Entropy caveat  
	Certificate Differentiator
	5. Tested with and without PAA  
	A Complete Reading of FIPS Certificate  
	



