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What’s this about?

• Getting a FIPS certificate is (relatively) easy
− FIPS module developer
− “FIPS inside”

• Using it correctly…. Not always
• It is possible (and common) for a FIPS-validated IT product to 

not be using FIPS-validated cryptography
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Example 1 – DIY Crypto

• There’s a certified DRBG in this product…

• Python’s random.seed() at least tries to use OS entropy sources if 
available…

• Is this example really a problem?
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Example 2 – Forgetting to Use Crypto

• GMK: Groupwise Master Key
− Used in Wi-Fi WPA2 to encrypt broadcast/multicast traffic
− Should be randomly generated – good news because we have a certified DRBG!

• Who can spot the flaw?
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Example 3 – Large Multi-Module Products

• Is this concerning?

• Product contains compiled C, Java, Python, PHP, Javascript, Go, Bash 
scripts, …

• Also includes a FIPS validated crypto library (OpenSSL)
• Is this a problem?
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What’s the deal?

• Plain old-fashioned bugs
• Developers don’t really know where crypto is being used

− Forgotten
− Third-party / open-source code
− Multiple frameworks

• Developers know where crypto is being used, but too much work to 
change…
− e.g. OpenSSL API is convoluted and poorly documented – can’t figure it out
− Cross-language APIs are painful and confusing
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Finding Implementation Flaws

• FIPS code review!
− No…  this code is outside the core crypto functions

• Common Criteria code review!  Bring back EAL4!
− No… product in example #2 went through EAL4+ with that flaw

• Product testing
− Maybe… but none of these flaws would be visible in black-box testing

• Security audit code review
− The option most likely to have success
− Bug bounty?



8

Example 4 – Non-FIPS Ciphers Detected

??
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Non-FIPS Ciphers – What Happened?

• Developers installed a FIPS-validated crypto library
− “FIPS Inside” – product can legitimately claim to have a FIPS certificate number

• Never enabled FIPS mode…
− OpenSSL: “FIPS_mode_set()”

• Never edited application config files to disable non-FIPS ciphers
− Applications would crash if FIPS mode enabled

• Supplementary certification testing like CC or UC-APL DODIN-APL 
would catch this
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Example 5 – Linux OS Complexity

• We have an “appliance” that runs on CentOS
• We replace OpenSSL with a FIPS-validated crypto library (e.g. 

SafeLogic)
• Q: Is everything cool?

• A: Complicated…
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Example 6 – More Linux OS Complexity

• Is this FIPS-validated crypto?
• Does it need to be?
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• Must enable FIPS mode in kernel

• Packages such as OpenSSH read 
this value

• So does kernel crypto (e.g. disk 
encryption)

• Q: Is this FIPS validated?
• A: No.  Not in CentOS.

− … but it’s “FIPS compliant” so you might 
fool everyone.
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A Sane Approach?

• This is really difficult to get perfect – especially on modern Linux-based 
web applications

• Identify services that need to be FIPS validated.  Make sure they are.
− E.g. for a network product – SSH, IPsec, Wi-Fi, SNMP
− E.g. for a file server – disk encryption
− E.g. for a database – database encryption

• Be clear in your marketing what is and isn’t covered by your FIPS 
certificate
− … or don’t.  Your FIPS security policy will give all these details.  Anything not there 

can be presumed not to be covered.  Buyer beware.
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THANK YOU


