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Do we need to worry now?

Depends on:
• X = security shelf-life
• Y = migration time
• Z = collapse time
“Theorem”: If X + Y > Z, then worry.
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Bottom line
Fact: If X+Y>Z, then you will not be able to provide the 
required X years of security.

Fact: If Y>Z then cyber systems will collapse in Z years 
with no quick fix.

Prediction: In the next 6-24 months, organizations will be 
differentiated by whether or not they have a well-articulated 
quantum risk management plan.

Fact: Rushing “Y” will be expensive, disruptive, and lead 
to vulnerable implementations.

©2017 M. Mosca



Toward estimating “z”

• E.g. What resources are required to break RSA-2048?

• A billion qubits and a trillion gates?
• A million qubits and 100 million gates?

• Something else?

• Asymptotic complexity estimates give a very coarse-
grained approximation.

• To attempt to estimate this question, we need a more 
fine-grained study of the full tool chain between 
algorithms and physical qubits.
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• Known to solve many problems previously thought to be intractable 
• Simulating quantum systems (optimizing/designing materials, drugs, 

chemical processes, etc)
• Optimization (resource allocation, process design, etc.)
• Computational mathematics (including breaking current public-key 

cryptography)
• and more…
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Scalable fault-tolerant quantum computer



• Not a known threat to cryptography
• Can they capture some of the power of quantum 

computation (and bypass some/all the cost of fault-
tolerance)?

• Can they simulate themselves or similar systems 
faster/cheaper than conventional computers?

• Can they solve useful problems better than 
conventional devices?
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Non-fault-tolerant quantum devices

“Similarly, although there is no proof today that imperfect 
quantum machines can compute fast enough to solve 
practical problems, that may change.”



What logical layer quantum resources are needed?

• Algorithm modifications and optimizations can reduce qubit 
requirement and/or circuit size, e.g.

• Only one control qubit needed for eigenvalue estimation 
(Mosca-Ekert ‘98)

• Mixed state target register suffices (Mosca ‘99)
• Weaker phase estimates suffice (Seifert ‘01)
• Other reductions for DLP and factoring (Ekerå, Håstad ‘17)
• Õ(log(N))2/3 logical qubits allow speed-up of NFS (Bernstein-

Biasse-Mosca ‘17)

©2017 M. Mosca



8 ©2017 M. Mosca



How large of a quantum computer is needed?

https://qsoft.iqc.uwaterloo.ca/
(Quantum Compiler tools, 
Quantum Computer Simulator – Quantum++ , etc.)

https://qsoft.iqc.uwaterloo.ca/


Some useful quantum compiler tools

 Optimal T-depth synthesis of one-qubit unitaries

 Optimization of T-depth via matroid partitioning
 Optimizing phase polynomials via Reed-Muller decoding

 Brute force exhaustive synthesis of multi-qubit unitaries
 Parallel collision-finding algorithms applied to circuit 

synthesis



Our AES analysis, e.g. 192-bit AES:  
5.9x106 qubits,
2121 surface code cycles, 
2137.5 total cost









What is ‘z’?
Mosca:
[Oxford] 1996: “20 qubits in 20 years”
[NIST April 2015, ISACA September 2015]: 
“1/7 chance of breaking RSA-2048 by 2026, ½ chance by 2031”
EPRINT.IACR.ORG/2015/1075

Microsoft Research [October 2015]: Recent improvements in 
control of quantum systems make it seem feasible to finally build a 
quantum computer within a decade. …Use of a quantum computer 
enables much larger and more accurate simulations than with any 
known classical algorithm, and will allow many open questions in 
quantum materials to be resolved once a small quantum computer 
with around one hundred logical qubits becomes available.

http://eprint.iacr.org/2015/1075


Quantum-safe cryptographic tool-chest
conventional quantum-safe 
cryptography 
a.k.a. Post-Quantum Cryptography

•Deployable without quantum 
technologies
•Believed/hoped to be secure against 
quantum computer attacks of the future

quantum cryptography

•Requires some quantum technologies (less 
than a large-scale quantum computer)
•Typically no computational assumptions and 
thus known to be cryptographically secure 
against quantum attacks

+

Both sets of cryptographic tools can work very well 
together in quantum-safe cryptographic ecosystem 
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Quantum Risk Assessment
Phase 1- Identify and document assets, and their

current cryptographic protection.
Phase 2- Research the state of emerging quantum 

technologies, and the timelines for
availability of quantum computers.

Phase 3- Identify and document threat actors, and 
estimate their time to access quantum technology “z”.

Phase 4- Identify the lifetime of your assets “x”, and the time required to migrate the 
organizations technical infrastructure to a quantum-safe state “y”. 

Phase 5- Determine quantum risk by calculating whether business assets will become 
vulnerable before the organization can move to protect them.  (x + y > z ?)

Phase 6- Identify and prioritize the activities required to maintain awareness, and to 
migrate the organization’s technology to a quantum-safe state.

http://www.evolutionq.com/methodology-for-qra.html
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Testing new tools

openquantumsafe.org 
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QKD Link 
Layer
(QLL)

QKD 
Network 
Layer 
(QNL)

Key Mgmt. 
Service
Layer
(KMS) 

Host 
Layer

Full Protocol Stack for QKD
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Security is a choice

Problematic choices: 
• “Do nothing: my vendors will take care of this for me”
• “Do nothing until NIST standardization is done”
• “Get it over with”
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Historic opportunity
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The choice is ours

Embrace quantum 
technologies that will 
help humanity 
and
live in a safer cyber-
enhanced world?
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Thank you!

Comments, questions and feedback are very welcome.

University Research Chair, Faculty of Mathematics
Co-Founder, Institute for Quantum Computing www.iqc.ca/~mmosca
Director, CryptoWorks21 
www.cryptoworks21.com
University of Waterloo
mmosca@uwaterloo.ca
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