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MALWARE ENCRYPTION 

TALENTED AMATEURS… 
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MALWARE OBFUSCATION M A LWA R E  F I R S T  
U S E D  E N C RY P T I O N  
T O  H I D E …  
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RC4 WAS F IRST USED IN  SPYEYE AND 
ZEUS ALONG WITH MULTIPLE XORS IN  
2007… 

T H E N  S I M P L E  
E N C RY P T I O N  
E M B E D D E D  I N  T H E  
M A LWA R E  C O D E  T O  
P R O T E C T  C O M M A N D  
C O N T R O L  L I N K S .  
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FORTUNATELY,  SSL/TLS HAS META DATA M O S T  R E C E N T LY  
M A LWA R E  I S  
L E V E R A G I N G  S S L  
U S I N G  L I B R A R I E S  O N  
T H E  H O S T.  
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HOW DO WE FIND MALWARE 
THAT USES ENCRYPTION? 

THE CHALLENGE FOR THE PROFFESIONALS... 
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Endpoints 
! Encryption prevents signature based discovery 
! Although behavior based methods still work  

Network 
! Use of encryption and SSL hides CC coms 
! Although traffic characteristics might identify suspicious traffic 
! Still, CC traffic usually encrypted twice… 

Logs 
!  ? 

 

 

 

E N C RY P T I O N  H I D E S  M A LWA R E  I N  E A C H  C A S E  MONITORING 
NETWORKS, 
LOGS AND 
ENDPOINTS 
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EXAMPLE SSL METADATA 
IS  AVAILABLE 
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A GREAT REFERENCE ON THE USE OF TLS BY MALWARE 

Deciphering Malware’s use of TLS (without Decryption) 
Blake Anderson, Subharthi Paul, and David McGrew (Cisco) 
https://arxiv.org/pdf/1607.01639.pdf 
 

From papers abstract:  

“… TLS also introduces a complex set of observable data features 

that allow many inferences to be made about both the client 

and the server. We show that these features can be used to 

detect and understand malware communication, while at the same 

time preserving the privacy of benign uses of encryption.” 
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TIME TO BE PROACTIVE 

A CHALLENGE FOR THE STANDARDS COMMUNITY… 
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Multiple versions of SSL/TLS have been developed over the 
years…  

 

Standardize a field that could be used by cryptographic 
modules to insert “trusted cryptographic source” tags. 
 
! Challenges 
−  Time 
−  Privacy protection 
−  Industry and CMVP support 

 

CREATE MORE METADATA!! !  TLS IS NOT 
A “STATIC” 
PROTOCOL 
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U S E  F I P S  1 4 0  VA L I D AT E D  C RY P T O G R A P H I C  
M O D U L E S  T O  P R O D U C E  “ T R U S T E D  
C RY P T O G R A P H I C  S O U R C E ”  TA G S ?   

ROOTS OF 
TRUST… 
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QUESTIONS, FEEDBACKS, RANTS … 
 
 
 
STEVE SCHMALZ,  F IELD CTO,  RSA PUBLIC SECTOR 
STEVE.SCHMALZ@RSA.COM 


