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CyberSecurity Malaysia

J Company Limited-by-Guarantee under the
supervision of Ministry of Science Technology and
Innovation (MOSTI)

] Est. 1997

(J A National Body to monitor the National e-Security
aspect

J Provides specialised cybersecurity services and
continuously identifies possible areas that may be
detrimental to national security and public safety
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MALAYSIA CRYPTOGRAPHY
MODULE VALIDATION
SCHEME

AAAAAAAAA



Cryptography Module Validation Scheme
(MyCMV)

Currently being developed by ISCB, CyberSecurity Malaysia

Complement two other existing schemes

Malaysian Common Ciriteria Evaluation & Certification (MyCC)
Scheme

|ICT Product Security Assessment (IPSA) Certification Scheme

Validate cryptographic module — cryptography algorithm
conformance test



11th Malaysian Development Plan (RMK11), 2016 - 2020

MyCMYV Timeline
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Before RMK11

® Research —
FIPS140,
Cryptrec,
NESSIE etc
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e Launch
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Propose Structure

Malaysian Security
Evaluation Facility
(MySEF)

Crypto Validation
Facility (CVF)

Scheme Managemer]

Technical Alignment|
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Security Evaluation Facilities
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Malaysian Common
Criteria Evaluationand
Certification (MyCC)
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Malaysia Trustmark for
Private Sector (MTPS)

ICT Product Security
Assurance (IPSA)
Certification Scheme

Crypto Module
Validation (MyCMV)

Scheme
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CERTIFICATION SCHEME

CSM ISMS Auditand
Certification
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Certification Scheme
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MySEAL Project

SENARAI ALGORITMA KRIPTOGRAFI TERPERCAYA NEGARA /
National Trusted Cryptography Algorithm List

The MySEAL project is a multi-year effort, running from 2016-2020, which
will be used as a requirement and guideline on the usage of cryptographic
algorithms in all trusted cryptography products in Malaysia

specifically designed to provide a list of cryptographic algorithms suitable
for implementation within Malaysian context that supports Dasar
Kriptografi Negara (DKN)

MySEAL Focus Group & MySEAL Evaluation Committee

https://myseal.cybersecurity.my



MySEAL Project
Existing algorithm

Published as a standard or in other
national cryptography algorithm
project

ISO/IEC, NIST, CRYPTREC, NESSIE

Symmetric, Asymmetric, Hash
function, Key Generation

New algorithm

Has not been published as a standard

Local & International participants

Symmetric, Asymmetric, Hash
function, Key Generation

Open for submission. Due 17th Nov
2017

https://myseal.cybersecurity.my
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Crypto Validation Facility

Cryptography Evaluation Lab (MyCEL)
In the process of CST lab accreditation by NVLAP

%uality Manual Review

On initial

W\Iritten Proficiency Exam

— accreditation

ONLY

CVP Certification Exam E

k On-site Assessment

M Artifact Testing

L

Accreditation decision




Challenges

No local expertise in FIPS140 & ISO19790
Accredited crypto evaluation facility

Evaluator / validator for cryptography
module



KEMENTERIAN SAINS, TEKNOLOGI DAN INOVASI
MINISTRY OF SCIENCE, TECHNOLOGY AND INNOVATION

Thank you

Northern Regional Office
CyberSecurity Malaysia,
Level 19, Perak Techno-Trade Centre

Corporate Office

CyberSecurity Malaysia,

Level 5, Sapura@Mines
No. 7 Jalan Tasik

The Mines Resort City
43300 Seri Kembangan

Selangor Darul Ehsan, Malaysia.

T :+603 8992 6888
F:+603 8992 684|
H:+61 300 88 2999

www.cybersecurity.my
info@cybersecurity.my

Best Brand
Internet Security
2008 & 2009

CERTIFIED TO ISONIEC 27001:2013
CERT. NO. : AR 4656

MS ISONIEC 17025
TESTING
SAMM NO. 456
(MySEF LABORATORY)

Bandar Meru Raya, Off Jalan Jelapang
30020 Ipoh, Perak Darul Ridzuan, Malaysia

T:+605 528 2088
F:+605 528 1905

9 www.facebook.com/CyberSecurityMalaysia
Q twitter.com/cybersecuritymy

Wil www.youtube.com/cybersecuritymy
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