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$10	Billion
27+	Million	Medical	Records	Breached	in	2016





IoT Security	and	the	Enterprise



”IoT Manufacturers	don’t	care”
“…there	is	no	single,	magic	security	bullet	that	
can	easily	fix	all	IoT security	issues.”

https://www.forbes.com/sites/gilpress/2017/03/20/6-hot-internet-of-things-iot-security-technologies/#4157f0d61b49





7	Key	Elements	of	Proactive	
IoT Security



IoT Root	of	Trust
IoT ecosystems	must	be	confident	of	the	
integrity	and	resulting	data	from	all	
participating	IoT devices.



Hypothetical	Example





Secure	Parameter	
and	Key	Storage

Establishing	and	maintaining	a	root	of	trust	for	
an	IoT device	relies	on	the	ability	to	store	and	
retrieve	keys	securely,	along	with	operating	and	
configuration	parameters.







Secure	Device	Provisioning
The	loss	of	identity	and	insecure	re-provisioning	of	
IoT devices	have	been	identified	as	the	root	cause	
for	many	recent	DDOS	attacks	worldwide.



https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html





Operational	Data	Security
Securing	Data	in	Motion	and	at	Rest







Access	Control	and	Key	
Management

The	use	of	“factory	defined”	access	credentials
represent	the	largest	single	attack	vector	for	IoT
devices.	The	use	of	multiple	keys	and	proper	Key	
Management	enable	significant	capabilities.		







Monitor	and	Remediate
Monitoring	and	remediation	provide	a	vital	
feedback	function	for	an	IoT ecosystem.







Validated	Cryptography	for	
IoT Devices

Cryptography	is	steeped	in	advanced	math	
concepts	and,	to	be	useful,	it	must	be	tightly	
coupled	with	computer	science	and	
implementation	skills.	For	resource-constrained	
IoT devices,	an	understanding	and	respect	for	the	
limits	of	embedded	computing	are	mandatory.











Environment:	The	Hospital
• System	of	Systems
– Large	Systems	Integrator

• Heterogeneous	
– Cost	of	not	getting	it	right

• Potentially	life	threatening
• Potential	legal	ramifications
• Potential	financial	implications

– Lawsuits
– Federal	or	civil	penalties



HACKING	Medical	Records
• Data	breach	increase	40%	for	2016
– Healthcare	:	34.5%	of	total	

• Hacking	accounts	for	over	50%
• IoMT/IoT NOT	Immune
– Miria,	IRCTelnet,	Aidra
– LizardStresser,	Lizkebab,	Bashlite
– Torlus,	Gafgyt
– Over	1	Million	Miria infected	IoT devices

Sources	– ITRC,
DataBreachToday



Why	are	IoMT Hacking	Targets

• IoMT and	Hospitals	are:
– Aggregators	of	Large	Quantities	of	Personally	Identifiable	

Information	(PII)
– Well	equipped	to	save	lives,	ill	equipped	for	cyber	attacks
– IoMT handle	significant	amounts	of	PII
– Used	as	Pivot	Point	to	Data

Sources	– TechNewsWorld



Medical	Record	Breaches
• 27+	Million	medical	records	breached	in	2016
• Worth	~$500+	Million	on	the	black	market
– Medical	record	worth	$20-$40	compared	to	$5	for	

financial	record
• ~$10+	Billion	for	Remediation	
– $402	average	cost	per	stolen	record

Sources	– HHS,
Threatpost,
Ponemon Institute



Thank	You

TEXT		iotsecurity to		44222
Copy	of	the	white	paper,	questions,	or	comments

Or	Visit
bit.ly/iotsecuritynow

goo.gl/NPLIqZ

loren@allegrosoft.com
978-264-6600




