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• Test Vector Leakage Assessment (TVLA) was proposed in 
2012

• Efficient in evaluating the presence of leakage in block 
ciphers

• The choice of implementation details make applying the 
same strategy to Public-key cryptographic algorithms 
problematic
� Algorithm choices
� Wide range of side-channel countermeasures

Introduction
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Statistical leaks: Data dependence in AES
• Using a scope’s “infinite persistence” mode to overlay the different traces.
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Statistical leaks: Data dependence in AES
• Using a scope’s “infinite persistence” mode to overlay the different traces

• 1000 AES decryptions with 
constant key and ciphertext 

• 1000 AES decryptions with 
varying key and ciphertext
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Leakage Detection: Test Summary
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• Comparing traces from two sets:
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• TVLA typically applied to block ciphers, something like:
� Fixed secret key vs. random key 
� Fixed message vs. random message 

• For public-key algorithms it is not so straightforward
• We propose a process, as follows:

1. Theoretical Analysis
2. Timing Analysis
3. Simple Power Analysis
4. Leakage Detection
5. Collision Attacks

TVLA on Public-Key Algorithms
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• Information gathering
� What group exponentiation algorithm is being used?
� Other potential vulnerabilities?

• Ideally, one would have full implementation details
• If the implementation is not known, some information can still 

be determined
• How many bits does the group exponentiation take in one loop?
• Are there any operations that execute in a variable amount of time?

TVLA: Theoretical Analysis
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• Do any operations 
execute in a variable 
amount of time?
� Montgomery multiplication
� Extended-GCD

• We test to determine if 
the time taken would 
indicate leakage for a 
fixed input compared to 
a random input.

TVLA: Timing Analysis
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• Can patterns be spotted in 
some operations, Typically 
targeting:
� The group exponentiation 

algorithm
� Final subtraction on 

Montgomery multiplication
• Optional, since leakage 

detection will reveal this 
quickly
� But may save time

TVLA: Simple Power Analysis
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•  

TVLA: Leakage Detection
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• Also known as:
� The BigMac Attack
� Horizontal Side-Channel Analysis
� Collision-Correlation Analysis
� Correlation-Collision Analysis
� The Riscure Attack

• Class of attacks looking for intermediate values that are the 
same at two points in an algorithm
� Identical operand(s) for operations

• Only concerned with attacks applied to one trace

TVLA: Collision Analysis
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•  
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•  

TVLA: Collision Analysis
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•  

TVLA: Collision Analysis

       
 

Third round
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•  

TVLA: Collision Analysis
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• Theoretical analysis
• Are there any operations that take a variable amount of time? 

• E.g. modular inversion
• What information do we have on the exponentiation algorithm used?
• Are there any special values that cause leakage?

• E.g. 1, 2,n-1 etc.

Applying TVLA to RSA
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• Timing Analysis
• As described previously on any identified operations

•Simple Power Analysis
• Can any information be derived from inspecting traces
• Optional, but potentially saves evaluation time

Applying TVLA to RSA
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•  

Applying TVLA to RSA
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• Leakage Detection

Applying TVLA to RSA

 

 Fixed exponentRandom exponent
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• Leakage Detection

Applying TVLA to RSA
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Applying TVLA to Elliptic Curve-based 
Algorithms

• Theoretical analysis
• Are there any operations that take a variable amount of time? 

• E.g. modular inversion
• What information do we have on the group exponentiation algorithm 

used?
• Timing Analysis

• As described previously on any identified operations
•Simple Power Analysis

• Can any information be derived from inspecting traces
• Optional, but potentially saves time
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Applying TVLA to Elliptic Curve-based 
Algorithms
•  
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Applying TVLA to Elliptic Curve-based 
Algorithms

• Collision analysis
• Operations are not all the same, i.e., additions  and doubling operations
• Compress subtraces by extracting field multiplications from subtraces 
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Applying TVLA to Elliptic Curve-based 
Algorithms

• Collision analysis
• Comparing doubling operations or additions in consecutive rounds is 

straightforward 
• Comparing a doubling operation with an addition we need to compare 

each field multiplication in one operation with each field multiplication in 
the other

• A matrix of small difference traces to generate difference traces for 
testing

• Otherwise, the procedure is the same as the general case
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Conclusion

• TVLA can be applied to public-key cryptographic algorithms

• More complex because of the number of implementation 
choices

• Theoretical analysis can have a large effect on subsequent 
tests
• Difficult to define a standard battery of tests that will account for all 

cases


